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By way of background, I have been involved in the emergency management field since 1971, serving at the municipal, township and county government levels.  Additionally, I have served in the training and education divisions of both state and federal governments.  During these thirty- three years, I have participated in or developed more than 100 exercises ranging from low-level table-top exercises to full-scale exercises.

A little more than one year ago the State of Illinois; City of Chicago and its surrounding counties of Cook, DuPage, Kane, and Lake; the State of Washington; City of Seattle and surrounding counties; and the federal governments of the United States and Canada participated in the most extensive counter-terrorism exercise ever held in this country.  This exercise was designed to test the cooperative efforts of the local, state, and federal government in responding to, and ultimately recovering from, a multi-facetted terrorist attack on the country.

At the outset it may appear appropriate to comment on and critique the exercise and its ultimate results.  However, it is critical to clearly understand the role that exercising plays in the bigger picture of emergency preparedness.  Preparedness includes three equal but interrelated components, including:

· Planning

· Training

· Exercising

Planning is the foundation on which the triangle rests.  Absent an emergency plan, there is nothing on which to train and no organization to exercise.  The key to an effective response and recovery system is the development of a comprehensive emergency plan that clearly identifies the roles and responsibilities of key departments, agencies, and officials, and various levels of government.  More importantly, the roles, responsibilities, and authorities of all agencies that participate must be clearly defined.  At the local level, where a mayor or county executive provides direct leadership to operating departments, the process of “direction and control” is relatively easy.  The higher one looks in government, however, the more convoluted things become.   With the large number of federal agencies, as well as the differences between regional and headquarters organizations, it is not always clear how certain decisions are made and how local implementation of those decisions occur.   

With the roll out of the new National Response Plan (NRP) and the National Incident Management System (NIMS), hopefully many gray areas will be eliminated.  Critical, however, to the success of these plans will be their adoption and integration at the local and state levels.  

The following example, related to the Strategic National Stockpile, clearly illustrates how planning must be integrated at all levels of government.

A terrorist organization covertly releases a biological agent into a community.  In a short period of time many citizens become ill and begin to seek medical attention.  At the local level, emergency medical services (EMS) providers and health care professionals attempt to render aid.  Reporting requirements at the local level alert county health officials who realize that something is terribly wrong.  Calls are placed to state health officials who, in cooperation with county officials begin medical surveillance.  Notification of the Centers for Disease Control follows.  Working jointly, local, state, and federal officials determine that a biological agent has been released which requires the deployment of the Strategic National Stockpile (SNS).  CDC officials transport the nearest push-pack to the state, who in turn receives the package and distributes it to the stricken county.  County and municipal officials open medication dispensing sites and provide prophylaxis to exposed individuals and are able to deal with the crisis.     

Clearly this scenario identifies separate but interrelated roles for municipal, county, state, and federal governments.  If any of these component pieces do not understand their role then other related components do not function, potentially leading to a loss of life, or at least significant levels of confusion.  While this scenario focuses only on public health, consider the ramifications when areas of crisis communications, law enforcement investigations, and consequence management issues are added.    

The second but equally important part of the triangle is training.  Once a plan or procedure has been developed, it is critical that everyone who will use the plan be instructed in how that plan is to function.  This includes personnel at all levels of government.  As can clearly be seen in the example above, there are key roles as well as major opportunities for failure at all levels of government.  It is clear, then, that officials at every level of government clearly understand their role as well as those who function at levels both above and below them.

The final part of the triangle is exercising.  A mistake often made by exercise planners is that a full-scale exercise is the best way to test a plan or procedure.  A guiding premise to exercise design is that you must be able to crawl before you walk, and walk before you run.  Additionally, exercises can be viewed as 80% training and 20% testing.  Therefore, lower level table-top and functional exercises should be a key part in any exercise program, where participants can “walk through” procedures and become trained in the proper method of dealing with an event.  During the TOPOFF program, several lower level exercises were held to allow local, state, and federal agencies to work out the “bugs” before tackling the final full-scale exercise.  These types of multi-level exercises should continue and be expanded as a key component of any federal terrorism exercise program.  On a daily basis, close coordination and cooperation is the exception not the rule.  Working through problems and resolving issues as part of these exercises brings responders and policy makers together and fosters closer cooperation which ultimately leads to lives saved.

A common fault of exercise design, especially in high visibility exercises, is a desire to “not  look bad.”  In many exercises, important functions are left untested because a perceived weakness may be observed, reported on, and made public.  Exercises, by their very nature, are designed as training tools.  It is assumed, if not understood, that mistakes are made during training.  Making a mistake during an exercise is natural and nothing to be ashamed of.  During the critique process, problems are identified and potential solutions found.  These problems are then remedied through future planning, training, and re-exercising.  This cyclical process corrects weaknesses, focuses on prior successes, and ultimately builds a stronger system.      

In retrospect, a number of lessons learned from the TOPOFF 2 exercise should be shared for the benefit of those who will follow and to guide the development of future exercises.  Highlights of these lessons include:

· Limit the number of objectives that the exercise will try and accomplish.  Many departments and agencies often have a shopping list of things that they want to test / try in an exercise.  The more complex the exercise becomes, the greater the potential for failure or for participants to become disillusioned.  Exercise objectives should be realistic for the type of scenario being developed.  

· The exercise can not be everything to everyone.  As stated above, not every agency may be able to participate in every exercise.  For example, in a biological scenario, collapse search and rescue teams, or hazardous materials response teams may not be needed.  Again, participation in the exercise should be realistic, based on the scenario being developed.

· Coordinated multi-jurisdictional decision making must be included.  During TOPOFF a decision was made in Washington to close O’Hare International Airport and suspend passenger rail traffic in and out of Chicago, without consultation with the City of Chicago, the State of Illinois, or the federal regional agencies that were participating.  This decision left local governments scrambling on how to implement the decision, and more importantly, how to re-start operations when the airport and rail station were declared safe.  This type of coordination is essential during a real incident, and now is the time to learn how to function.

· Future exercises must focus on the weaknesses or problem areas discovered in previous exercises.  During TOPOFF 1 a number of problem areas were identified with the Strategic National Stockpile.  During TOPOFF 2 various federal, state, and local agencies worked diligently to work through these issues and develop procedures that would ensure effective operations.  Future exercises should continue to build on the lessons learned so that new and better procedures can be developed.

· Future exercises should allow continued exploration of new and more effective ways to respond and recover.  One official from the Department of Homeland Security likened the TOPOFF exercise to a laboratory.  I cannot agree more.  While the exercise tests knowledge of plans and systems, it also provides an opportunity to “test” new approaches and provides hands-on training to acquaint emergency managers and responders. 

· Future exercises should explore recovery issues.  In most exercises, a test of the capability and capacity of government and the private sector to effectively respond is scripted.  Exploration of the issues related to long term recovery are often not a key focus.  Response exercises often become media events where government can visibly demonstrate capabilities.  Recovery activities, on the other hand, usually take place in a command center, hidden from public view, where decision making and prioritizing are the key.  These activities are not very photogenic and therefore don’t tell “the preparedness story” that government wants the public to see.  While life-saving skills must be constantly honed, it is equally important that emergency managers work through the problems associated with recovery.  

Finally, it is important that we focus on a critical component, common to each of the three phases of preparedness previously described.  The one common thread to all three phases is the individual charged with the responsibility for management of the community’s preparedness program.  This person is the local emergency manager.  Since September 11, 2001, significant national attention has been given to the nation’s first responders.  Millions of dollars have been spent to provide our first responders with the latest in technology and life-saving equipment, as it should be.  However, little or no money has been allocated to upgrading our aging command and control systems, emergency operating centers, and more importantly to increasing the support to the local officials who are charged with the responsibility for managing a major crisis.  

In most communities, across the nation, the position of emergency manager is filled by a part-time or volunteer.  Even in communities where a full time manager exists, staffing levels for this position are less than adequate to maintain an effective and robust crisis management capability.  Preparing for the TOPOFF exercise required almost a year of planning and training.  In the early phases of planning, monthly multi-day meetings occurred.  As the date for the exercise drew closer, an almost full-time personnel commitment was required.   In many communities the level of commitment needed to support an exercise of this magnitude would not be possible, even though the benefits from this type of exercise are enormous.   If this level of stress is generated by an exercise, then what might be the impact on the emergency system created by an actual event?

In conclusion, the benefits to the nation and our citizens by participating in emergency exercises are immeasurable.  Exercises allow first responders and emergency managers to understand the demands that may be placed on their community during a terrorist event or other disaster.  For any exercise to be effective, however, requires a firm commitment to the other two components of the preparedness triangle, planning and training.  

Continued support of the emergency preparedness program, as well as those who manage that program, by the Department of Homeland Security and members of Congress is essential to increasing the level of preparedness through the country.
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