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Mr. Chairman, Members of the Committee, it is an honor to be asked to testify before you today on “Information Sharing After 9/11: Perspectives on the Future”.


Rather than deal with issues of organization and procedure related to information flow in these opening remarks, I thought it might be useful if I shared with the Committee some thoughts about the likely substance and sources of information that might be shared, since I believe that organization and procedure will be heavily influenced thereby.  We need to understand what we are sharing and why before we design a system.


First, I think that the source of information about vulnerabilities of and potential attacks on the homeland will not be dominated by foreign intelligence as was the case in the Cold War.  As contrasted with, say, the type of ICBM likely to be installed in a Soviet silo one learns very little about terrorists by trying to look at them with satellites.  Further, although we once had some good sources via signals intelligence about terrorism, the terrorist groups have learned to stay away from many types of communications that might be intercepted and to communicate only very vaguely on others – in part the result of US media having broadcast such stories as, e.g., how we were listening to bin Laden’s satellite telephone.  And it is very difficult to penetrate terrorist cells with spies – much harder than, say, penetrating the KGB or the General Staff of the Warsaw Pact.


We have obtained important information on terrorism by our military success in Afghanistan and we do, and will, obtain much useful material via liason with foreign intelligence services.  But the very disruption of al Qaeda’s overall command structure in Afghanistan has meant that we are dealing with a group of individual cells even more than in the past – even less likely to be penetrated.  


It should also be remembered that the 9/11 plotters made their preparations principally, although not exclusively, in the US and Germany.  US foreign intelligence agencies basically don’t operate here (the circumstances in which they could assist the FBI under the Foreign Intelligence Surveillance Act are quite limited) and in Germany they would rely on German authorities.  The terrorists understood us well, and so they lived and planned where we did not spy.


Thus if anyone is constructing organizations and procedures for intelligence sharing based on the assumption that there will be a flow of foreign intelligence dealing with terrorist threats to the homeland that is at all analogous in volume and importance to what flowed about the USSR and its allies during the Cold War, I think he is building on a false premise.


Instead, in my view, we should focus heavily on how best to share two sorts of information about our vulnerabilities and potential terrorist exploitation of them.  


One source will be our vulnerability assessments, based on our own judgments about weak links in our society’s networks that can be exploited by terrorists – e.g. (to mention two that have been widely discussed in official publications) dirty bombs in shipping containers, or transformers in the electricity grid.  We need to do this sort of analysis systematically and, where possible, without widespread dissemination of our judgments beyond those whose help is needed to make these links more resilient.  Sometimes this will involve a number of people in a specific local area, or in a specific industry – the extent and method of sharing this sort of information will depend on the vulnerability and the steps we need to take.  We cannot, of course, make ourselves wholly invulnerable to attack, but we can take away (or make far less lucrative) a number of the more attractive targets for terrorist attack.


 A second source will be domestic intelligence.  


How to deal with such information is an extraordinarily difficult issue in our free society.  Not only are our borders extremely open, even with some added post-9/11 restrictions, to legally-traveling workers, students, tourists, and many others, but illegal access to the US is of course very widespread.  


Further, if we focus for purposes of this discussion only on the Middle East, we must over the long run prepare to deal with terrorists from at least two totalitarian movements masquerading as religions:  (a) Islamists from the Shi’ite side of Islam’s great divide, such as Hezbollah, and those who support them, such as the government of Iran; and (b) Islamists from the Sunni side of Islam, such as al Qaeda, and those who support them, such as wealthy individuals in Saudi Arabia and the Gulf and some portions of the Saudi Wahhabi religious establishment.


Concentrating on the second group as the most immediate problem, we know from the FBI raids on terrorist financing operations such as those in Herndon, Va., and on cells such as the one uncovered in Lackawanna, NY, that we have a nationwide problem from Sunni Islamists.  The difficulty of penetrating and learning of the efforts of such groups is very great.  Much of what needs to be done involves cooperation with local law enforcement.  Only an effective local police establishment that has the confidence of citizens is going to be likely to hear from, say, a local merchant in a part of town containing a number of new immigrants that a group of young men from abroad have recently moved into a nearby apartment and are acting suspiciously.  Local police are best equipped to understand how to protect citizens’ liberties and obtain such leads legally. In my judgment, on these important issues the flow of information sharing is likely to be more from localities to Washington rather than the other way around. 

It is first and foremost because of their history of working closely with local law enforcement that I believe we should leave the FBI in the lead with respect to domestic intelligence collection for the present.  If the Bureau turns out not to be capable of refocusing a major share of its effort on domestic intelligence collection regarding counter-terrorism, a step that will to some extent require a change in the culture of a major part of the Bureau, then we will perhaps need to visit the notion of establishing an American version of Britain’s MI-5.  But I do not believe we are yet at that point.

Second, we will need to mesh the above sort of information flow from the grass roots with work being done at the national level.  Among the most important national level efforts will be counter-intelligence -- particularly understanding the activities in this country of individuals and institutions funded by radical Saudis and others in the Gulf, often allied with the most virulent clerics within the Wahhabi movement in Saudi Arabia.  Not all Wahhabis or angry wealthy Saudis who give large sums to radical causes here or elsewhere have in mind supporting particular terrorist operations by al Qaeda and its affiliates.  But not all angry German nationalists of the 1920’s and 1930’s became Nazis -- yet that was the soil in which Nazism grew.  And it is in the angry soil fertilized by Wahhabism and a segment of the Saudi establishment that Sunni Islamist terror has grown – with substantial help from the some $70 billion that the Wahhabis and their allies have spent in the last quarter century or so to spread their hatred around the world, including here.

I would close by noting that the widest dissemination of information, particularly regarding our vulnerabilities or counter-intelligence, is not always the best policy.  In the aftermath of the Ames and Hanssen cases I am sure that both the Agency and the Bureau wished that at least some aspects of their internal information sharing had been more restrictive, not less so.  

In this context I would call the Committee’s attention to a recent report of what may well have been an unintentional omission on a form, but which raises the issue of how important it is to make careful judgments about how widely information is disseminated.  In a piece in Salon.com day before yesterday, June 22, by Salon’s Washington Correspondent, Mary Jacoby, it was reported that “[t]he policy director for the Department of Homeland Security’s intelligence division was briefly removed from his job in March when the Federal Bureau of Investigation discovered that he had failed to disclose his association with Abdurahman Almoudi, a jailed American Muslim leader.  Almoudi was indicted last year on terrorism-related money-laundering charges and now claims to have been part of a plot to assassinate Saudi Arabia’s Crown Prince Abdullah.”  The article adds that the individual who was temporarily removed “…  has access to top secret information on the vulnerability of American seaports, aviation facilities, and nuclear power plants to terrorist attacks.”  It further adds that the Bureau had discovered that the individual “… had failed to list on security clearance documents his work in 2001 with the American Muslim Council…” an “advocacy group, which was controlled by Almoudi [and] has been under scrutiny in an investigation of terrorism financing….”

The point is to get information to all those who need it, but only to those who need it and who can securely be trusted with it – unless by tear-lines and other techniques the information can be effectively declassified.  It will always be the case, however, that you can make a better judgment about the weight you should give to intelligence of any variety the more you know about its source.  And the more source information is disseminated, the more likely it becomes that the source will be compromised.  Effective sharing of intelligence with those who can use it is a major and important objective, and so is avoiding the risk of compromising sources or vulnerabilities.  Sometimes important objectives (liberty and security, e.g.) conflict more than we would wish.  Each case of sharing, or not sharing, requires careful decision-making.  There is no substitute for that.

Thank you, Mr. Chairman.
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